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MepcoHanbHbI 6paHaMayap Outpost Firewall. Mpuctynas k pabote

1.1.

MepcoHanbHbIM 6panaMay3p Outpost Firewall. 0630p
BO3MOXXHOCTEMN

MoaknioyeHne Baluero koMnbloTepa K rnobanbHon ceT HTEPHET, Hapsdy C pe3kuM
paclmMpeHnem Balumx BO3MOXHOCTEN, BIEYET TaKKe onpeaeneHHble pUCkK U HeyaobCTBa.
[NaBHas npuyMHa BO3HUKHOBEHMS NpobneM cBsd3aHa C TeM, YTO, Noay4as AOCTYN K
pecypcaM MHOIMX ThICSY U MUIJIMOHOB KOMMbIOTEPOB B MHTepHeTe, Bbl 0AHOBPEMEHHO, B
TOW MNIM MHOW CTeneHn, OTKpbIBAeTE AOCTYN K pecypcaM Ballero KoMnboTepa CO CTOPOHBI
APYruUX KOMMNbIOTEPOB CETW.

Ha Bawwem komnbloTepe:

*  MOIyT Ha4aTb UCNONHATLCSA (HanpuMep, Npu otobpaxeHun akTnBHbIX Web-cTpanuu,
coaepxatymx ActiveX nnu Java-annieTtsbl) NOCTYNMBLUME U3BHE NMPOrpamMMbl,
KoTOpble, BOObLLE roBOpsi, MOryT BbINOMHATL Ha BaweM komnbioTepe niobble
[IeNCTBUS, HAaNnpuUMep nepeaasaTb ¢alnbl ¢ Bawei YyacTHol nHdopMaumven apyrum
KOMMNbOTEPAM B CETU, NMPUYEM YNpaBnsaTb paboTon 3TUX KOMMbOTEPOB Bbl He
nMeeTe BO3MOXHOCTH;

e [Ipyrve KOMmMbioTEPbl B CETU MOTYT MOAYUYUTb UK MOMbITATLCA MOMYYUTL AOCTYM K
baiinam Baluero KoMnbloTepa;

*  MOXEeT pa3mMellaTbcsi MHbopMaums (Cookie nnum referrers), no koTopoi apyrue
KOMMbIOTEPbI CETU CMOMYT ONpeaensiTh, K Kako MHdopMaummu Bbl obpaluanuck u,
HanpoTuB, KTO obpallancs Kk BaweMy KoMNbloTEPY;

*  MOryT pa3MeLlaTbCsl KTPOSIHCKME KOHU», T. €. MPOrpaMMbl, KOTOpblE NepesaroT
npuBaTHyto MHdOpMaumio (HanpuMep, Naponu AocTyna B IHTEPHET unu HoMepa
KpeaUTHbIX KapToyek) C Balero koMnbioTepa Ha KOMMbOTEP-3/10YMbILLEHHMK.
PacnpocTpaHeHHbIM BapMaHTOM BTOPXXEHWUS SIBMISIETCS YCTAHOBKA Ha KOMMbloTepe
pa3NINYHbIX CEPBEPOB AN YAANIEHHOrO yrnpasnenus. Ecnm nogobHas nporpamMma
oKasanacb B Balueli cucteme, TO ee X035IMH CMOXET paboTaTb Ha Baluem
KOMMbIOTEPE MOYTM KaK Ha CBOEM COBCTBEHHOM (OCHOBHbBIM OT/IMUMEM <TPOSIHLI@» OT
NporpaMM-BUPYCOB SBMSIETCA UMEHHO TO, YTO BMUPYC, NMOMNABLLMIA Ha Balu KomnbioTep,
HMKaK He CBSI3aH CO CBOMM CO3JaTeNIEM, @ «TPOSIHEL» KaK pa3 U NpefHasHayeH ans
nocneayoLIero B3aMMoENCTBUSA C NOC/IABLLMM €r0 3/10YMbILLNIEHHUKOM);

e BMECTEe C 3anpallMBaAEMON, B KOMMbIOTEP 3arpy>aeTcs U HEHYXXHast MHGopMaumns —
6aHHEpbI U MHasa pekaMbl. XoTs caMu no cebe 3Tn 06bEeKTbI HE MOMYT Bbi3BaTb
NoTeP UM UCKaXKeHWEe NHMOPMaLMM Ha BalieM KOMMblOTepe, OAHAKO OHU
CYLLECTBEHHO YBEIMYMBAIOT BPEMS 3arpy3Ku CTpaHuUL, 0CObeHHO npu paboTe yepes
MoaeM;

e Ha Bawem komnbloTepe MoryT 6biTb 6€3 Bawero BegomMa pasmelleHa spyware, 70
eCTb NporpamMa, KoTopas nepeaet cBoemy paspaboTunky MHbOpMaLMIO
BNafernbLe KOMMbloTepa M ero npucrpactusx (Hanpumep, MHbopMaLumio o
nosly4aeMblx U3 cetu annax).

[ns 3awmTtbl MHGOPMaUMM Ha NIOKabHbIX KOMMNbIOTEPAX MM B NIOKAJIbHbIX CETSX LUMPOKO
NPUMEHSAIOTCS NPOrpaMMbl, HalbiBaeMble 6paHamayspamu (firewall). 3Tv nporpaMmmbl urpatoT
posib UbTPa, OrpaXkAatoLEero SIoKasbHbIM KOMMbIOTEP MW JIOKA/IbHYHO CETb KOMMbIOTEPOB
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1.2,

OT HECaHKLMOHMPOBAHHOIO OCTyNa M3 ceTU. MNepcoHanbHbIi 6paHaMayap yCTaHaBNMBAETCS
Ha JIOKa/IbHOM KOMMbIOTEPE U NPeAHa3HaYeH ANns 3almTbl NepcoHanbHoWM MHbOopMaLmi.

Cucrema Outpost Firewall otHocuTCa K paspsiay nepcoHanbHbiX 6paHamMayspoB U
obnagaeT creayowymMm 0CHOBHbIMU CBOMCTBAMM:

*  BO3MOXHOCTbIO MCMO/b30BaHMS Cpasy Xe Mocse YCTaHoBKM 6e3 HeobXxoanMocCTy
npeaBapuTENIbHON HaCTPOMKK;

e BO3MOXHOCTbIO NIerko un 6bICTpo co3agasaTtb 6e3onacHyo KoHdurypaumo npu pabote
B CETW, MCMOSb3YS NPUrAallalome CoobLLEHNSt CUCTEMbI M HACTPOMKM MO
YMOJTHaHUIO;

s MPOCTbIM MNONb30BATENLCKUM UHTEPGEICOM, B KOTOPOM AaXKe CI0XKHbIE HACTPOKU
(bopMUPYIOTCSH OAHMM MSIN HECKOSIbKUMU HaXXaTUSAMU KHOTOK;

e BO3MOXHOCTSIMM UCMOMb30BaHUS HObLIOMO KOIMYECTBA HAaCTPOEK ANSt OrpaHNYEHUS
[OCTYNa U3 CETU M BbIXOAa B CETb paboTaloLMX NPUMOXKEHNIN 1 paboTbl CIy>XEBHbIX
MPOTOKOSIOB (A5 OMbITHBIX, «MNPOABUHYTbIX» MOSb30BATENEN WIN NPU HANMYMK
0cobbix TpeboBaHuii K 6e30MacHOCTH);

*  BO3MOXXHOCTbIO MEPEXOAA B KHEBUAMMbIN» PEXUM paboTbl, KOraa ocTasibHble
KOMMbIOTEPbI CETU HE B COCTOSIHUM 0BHapY>XUTb Ball KoMnbtoTep;

*  MOAYNbHOW OpraHu3aumel CUCTEMbI, MO3BONSAIOLLEN BCTPaMBaTb B CUCTEMY HOBbIE
3aWnUTHbIE MOAYM (JaXke CTOPOHHMX pa3paboTynKoB);

e COBMECTMMOCTbIO CO BCeMM BepcnamMu cucteMbl Windows 1 HU3KMMM CUCTEMHBIMM
TpeboBaHusiMMU.

[nsa ycnewHoro npuMeHeHusi 6paHamayspa Outpost Firewall Bol He 0653aHbl yMeTb
Nosib30BaTbCs BCEMU BO3MOXHOCTSIMU cucTeMbl. CucTeMa cnocobHa adhekTMBHO paboTaThb C
HaCTpOMKaMM, YCTAHOBMIEHHBIMU MO YMOJTYaHWIO.

TepMUHONOrMA MU YCNIOBHble 0603HaueHusn

Mpeanonarasi, uto Bbl y>xe 3HAaKOMbI CO cpefiont Windows, Mbl HE MPUBOAUM €€ ONUCaHWs, HO
YTOYHSIEM MCMOJIb3yeMble B OKYMEHTALMM TEPMUHBI. TEPMUHbI, MPUMEHSIIOLIMECS MPK
OMM1CaHUM AMANIOroBbIX OKOH, NpuBeaeHbl B Tabn. 1.

Ta6nuua 1. TepMUHDbI, NPUMEHSIOLLMUECH NPU ONMUCAHMUN ANAJIOrOBbIX OKOH

dneMeHT nHTepdgeinca TepMuH

I: EBEI:IH':ITI: E OaHenk Sada4 nepeKJ'HOl-IaTeﬂb BO BKJTOYEHHOM
COCTOSIHWM

[~ CEEpHYTE MM SaKPETUM MepekntoyaTtesnb B BbIK/TOYEHHOM
COCTOSIHUM

% BxogAwes KHonka Bbibopa BO BK/IKOYEHHOM
COCTOSIHUM

™ ucrogAwes KHonka Bbibopa B BbIK/TIOYEHHOM

COCTOAHUMN
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OEwme MpHAT#EHAA 3aknagka

\WkpHHa |1 0o MNMone BBOAa
Koca

B HacToswei AOKYMEHTauUun Ansa BblAENEHUA PA3/IMYHbIX CMbIC/1I0BbIX yacTeln TekcTa
MCNOJIb3YKOTCA YCNOBHbIE O603Ha'-IeHVIFI, NPpUBEAEHHbIE B Tabn. 2.

Ta6bnuua 2. YcnoBHble 0603HaueHuna

0603HaueHune CmMbiChn

TPOSIHCKMI KOHb Onpenensiemblii TEpMUH UM TEPMUH, BNepBble
BCTPETMBLUMICS B TEKCTE

Pexum 06yqe|-|m| Ha3BaHue kakoro-nnbo anemeHTa CUCTEMbI: MEHIO,
MYHKTOB MEHIO, ANAJIOroBbIX OKOH, 3JIEMEHTOB
ANanoroBbiX OKOH U T. M.

OnucaHue BbINOSTHAEMON MOMb30BaTENEM

YT106bI BbINOJIHUTD... . o
NnocneaoBaTeNbHOCTY AENCTBUN

1. Haxmute Ha KHOMKy LLlar npoueaypbl, BbINOTHAEMOMN MOMb30BaTENEM
» [lepeuucneHve MyHKT nepeyncneHmns
«@n MpeaynpexaeHne 06 onacHOCTU NOAYYeHUs!
e
Mpenynpexaerne HeBepHbIX AaHHbIX, NOTepU MHdOPMaUMmM 1 T. n.
% WNHbopMaLmsi, Ha KOTOPYHO Mbl PEKOMEHAYEM
\—
3ameaHue 06paTUTb BHMMaHMWE
:@*g PekomeHaaums ans nonb3oBaTens
O Coset

O yeM 3TOT AOKYMEHT?

B HacTosLeM AOKYMEHTE OMMCHIBAETCS, Kak HEMeANIEHHO nocsne ycTaHoBKkM Outpost
Firewall Ha Baw koMnbiloTep Bbl MOXETE NPUCTYNUTbL K paboTe B rNobanbHON ceTu
MHTepHET noa 3almToi nporpaMMbl-6paHaMayapa.

YcraHoBka cuctembl Outpost Firewall nogpobHo onucaHa B PykoBoacTBe
nonb3oBaTens. B HacToslLEM AOKYMEHTE ONUCLIBAETCSH paboTa C CUCTEMON B YCIOBUSAX,
3a/laHHbIX YCTaHOBKaMM MO YMOMYAHWIO, @ TakK)Xe HEKOTOPbIE BO3MOXHbIE U3MEHEHWUS STUX
YCTaHOBOK WM peKOMeHAaLUMmn Mo UX NPUMEHEHWIO.

KpaTko onucelBaOTCA OCHOBHbIE OMacHOCTU M HEYAO6CTBA, C KOTOPLIMU CTASIKMBAETCS
nosb3oBaTesib Npu pabote B IHTEpHETE, @ Takke cnocobel, KoTopbiMm Outpost
Firewall nomoraert nx npenotespatuTe.
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2.1. TMepBbik 3aNyCK CUCTEMbI NOC/NE YCTAaHOBKU. Bbi6Op s3bika
nHtepdenca

Mpu ycTaHoBke 6paHamMayapa Outpost Firewall 3agaiotcs cneayowme HacTpOWKM:
e CUCTEMa 3arycKaeTcs Npu HavanbHou 3arpy3ke Windows;
e 3HAYOK CUCTEMBI @ pa3MeLlaeTcs B NPaBOM YacTu NaHenM 3aaay CUCTEMbI
Windows;

* NPV 3aKpbITUK rNaBHOro okHa cnuctembl Outpost Firewall ee 3Hayok ocTaeTcs B
npaBoi YacTv naHenu 3agad cucteMbl Windows.

B manbHelweM nonb3oBaTelb MOXET U3MEHWUTb 3TU HaCTDOI)'IKM.

Cpasy nocne ycraHosku Outpost Firewall Ha Baw KomnbloTep cuctema rotoea kK pabote.
HeszaBMCMMO OT TOro, KakoW A3blk Bbl BbiGpanu ansi MHTepdeica nporpamMMbl YCTaHOBKM,
cuctema Outpost Firewall, yctaHoBneHHas Ha Balu KoMnbloTep, UCNONb3yeT UHTepdENC Ha
AHININIACKOM a13blKe. Bbl MOXKETe YCTaHOBUTb PYCCKOSI3bIUHbIN MHTEPdENC.

Ansa sToro:

1. [Baxxabl WEKHUTE MO 3HaYKy @ : nanenn 3aga4. OTKpoeTcs rnaBHOE OKHO CUCTEMbI
(pnc. 1).

I‘. Agnitum Dutpost Firewall - configuration.clg

Fil= “iew Toolz Option: Help

O B .= | T K B B

e v NN Agnitum Qutpost Firewall
----- ﬁ Allowed

----- ﬁ Blocked

R i) Reported

2% Plugns

..... Adsz

----- #: Content

----- =l DNS Cache
Active Content

-'=5 Attachments Filter

----- Intrusion Detection

# e

Ready [Fuu 0, Wb 0 [ @ Fules Wizard S

PucyHok 1. NnaBHOe OKHO cucTeMbl (A3blk MHTEepdeica yCTaHOBJIEH NO
YMOJTYAHUIO)

2. BbibepuTe B CTpOKe MEHIO 3TOro OKHa NMyHKT View.
3. BbibepuTe B OTKpbIBLIEMCS MOAMEHIO NYHKT Language.

4. BblbepuTe B OTKPbIBLIEMCS CMIUCKE HAUMEHOBAHUE s3blka MHTepdeiica cuctemsbl (B
JanbHeileM npeanonaraeTtcs, Uto Bbl BbibepeTe NyHKT Russian).
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2.2,

Ecnu Bbl BbiGepeTe A3blk MHTepdelca CUCTEMbI, HE COBMAAAtOLLMI C paHee YCTaHOB/IEHHBIM,
cUCTEMa BbIAACT NpeaynpexaeHne: dakTMyeckoe usMeHeHne nHtepdeiica npovsonaeTt
TONIbKO MOC/e B6nKalLLen nepesarpysku KomnbtoTepa (puc. 2).

Outpost Firewall

& The language will be changed after reboot

=

PucyHok 2. CoobuieHne 06 maMeHeHumu ai3bika MHTepdenca cucreMol

HacTpoika nonnTtuku paborbl ¢ ceTbio (pexkuMma paboTbl)

OpaHol 13 Hanbornee BaXkKHbIX XxapakTepucTuk cuctembl Outpost Firewall aBnsetcs
rnonmTmka pabotsi ¢ ceThto (pexxum paboThbl). MNMOAMTUKM CUCTEMBI ONMCbLIBAOTCS B Tabn. 3.

Ta6nuua 3. MNonutukmn cucrembl Outpost Firewall

Ha3zBaHue

3Ha4yoK CUCTEMDbI

OnucaHue

bnokupoBaTb BCe

X

3anpeLleHbl BCe ceTeBble

(3anpewarthb) B3aMMOAENCTBUS

Pexxum ] 3anpeLleHbl BCe ceTeBble

6noxkupoBaHus B3aMOAENCTBUS, 3@ UCKITIOYEHNEM

(bnokupoBaThb) SIBHO pa3peLleHHbIX

Pexxum obyueHus 7 ] MepBoe ceTeBoe B3aMMOAENCTBUE

(O6yueHnue) NPUIOXEHUS] CONPOBOXAAETCA
npeaynpexaeHueM, 4To
npegocraBnsieT BaMm BO3MOXHOCTb
onpepenuTb, Kakum obpasom
JaHHOe NpunoxeHne byaet
paboTaTb C CeTbto

Pe>xumMm paspelwieHun /] Pa3pelueHbl Bce ceTeBble

(Paspewartb) B3aUMOJIENCTBUS, KPOME SIBHO
3anpeLueHHbIX

PexuMm 6e3pgencrtBua [ Pa3peLueHbl BCe ceTeBble

(OTKNIOUNTD)

B3aMMOAeNCTBUS

Cpasy nocne ycraHoBku cuctema Outpost Firewall pabotaer B pexume obyueHus.
STOT peXuM No3BOMT BaM BbISIBUTb BCE NMPUSIOXKEHUS, B3aUMOAENCTBYIOLUMNE C CETLIO, U
MOMOXET BaM MpUHSATL peLleHne 0 A0NYCTUMOCTU CETEBbLIX B3aUMOAENCTBUIA ANS 3TUX
NpUNoXeHni. Ecnn npunoxeHne MoxeT 06LaTbCs C CETbIO, TO paboTa B 3TOM pexume
obnerunT Bam npu HeobxoaMMOCTHN 3aaaHNa NpaBusl, ONpeaensoWmnX KOHKPETHbIe
napaMeTpbl CETEBLIX COEANHEHWUI ANst AaHHOIO NPUIOXKeHUs (NMPOTOKOSbI, MOPThl U T. A4.).

PaboTa B pexume 06y4eHUst 03HaYaeT, YTO MPU NEPBOW MOMbITKE NOJTYYUTb UK NepeaaThb

MHMOPMaLMIO Yepes3 CETb Ha KpaHe MOSIBUTCS AUANIoroBoe OKHO: byaAeT BblhaHO
npeaynpexaeHne o cETEBOM B3aumopencTaum (puc. 3).
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Co3pare npaeuno anAa IEXPLORE_EXE |

Microzoft Internet Explorer 3anpallMEaeT MCXOAAILEE
COEAHHEHHE C

HpanenHas coykaa:  HTTP [TCP:80]

HaaneHHEN aopec: i pa i

NefcTtewa Outpost Firewall:

" PaspeldTs 3TOMY MPMA0HEHHIO ERINOAHATE Nitele GEHCTEMA

o 3-3I'I|:IE-‘TH'I'b ATOrY NPHNCHEHKWKD ERINONHATE KaKHE-NHO0 AEACTEMA

¥ CosnaTh NPaEMAD Ha OCHOBE CTAHIAQTHOMD I Internet Ewxplarer vl

PaspeluWTe oaHORpETHD

B nokupoBaTE oaHOKpATHD |

PucyHok 3. OKHO npeaynpeXXaeHus 0 CETeBOM B3auMoAenCTBMU

B aTOM AnanoroBoM okHe Bbl nonyvaete MHMOPMaLMIO O TOM, Kakoe npunoxeHue (B
JaHHoMm npumepe — Netscape Navigator), B kakoM HanpasneHun (B AaHHOM

npuMepe — Ucxopsaulee), Yepes Kako MMeHHo nopT (B aHHOM npumepe — 21,
3ape3epBupoBaHHbI 32 FTP), no kakoMmy nmeHHo npotokony (TCP) 1 no kakoMy CETEBOMY
agpecy (B naHHoM npumepe — philosoft.itsoft.ru) ycraHaBnuBaet cBa3b. [Mocne
nosiBNIeHNs 3TOro AManoroBoro okHa Bbl MoXkeTe onpeaenuTb NpaBwia Bbixoda B CETb ANs
[JaHHOIO MPUIOXKEHMS], KaK NokasaHo B Tabn. 4.

Ta6nuua 4. BapmaHTtbl geiACTBUiA Nonb3oBaTens npu pabore B Pexxnme
o6yueHusn

Bbi6paHHOe Ana kaknx Y10 npousoiiger
AeAcTBUue NPUJIoXKEHNIN
peKkoMeHAo0BaHO

KHonka Bbibopa
Pazpewntb 3TOMY
NPUIIOIKEHUNIO
BbIMOJIHATDH
nwbble geicTtBus
yCTaHOBJIEHa BO
BK/1IOYEHHOE COCTOsIHME

[nsi TeX NpUIoXeHUi,
KOTOpbIM Bbl
MOJSIHOCTbIO [I0BEPSIETE

PaspelwnTb BCe BUABI CETEBLIX
LEeNCcTBUIA Anst AaHHOIO
npunoxenus. MNpunoxxeHune
nonagaeT B CrMCOK
[loBepeHHble NPUNTOKEHUS,
pacnonoXeHHbIN Ha 3aKknagke
MpunojxxeHune aManoroBoro
okHa MapameTpbl (nogpobHee
06 aTOM cnuncke cM. B PykoBoacTtee
nosnb3oBaTtens).
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Bbi6paHHOe
Aencreue

Ana Kakux
NPUNOKEHNN
peKoMeH[OoBaHOo

YT1o npousoinper

KHonka Bbibopa
3anpeTtuTb 3TOMY
NMPUI0OKEHUIO
BbIMOJIHATH
Kakue-nubo
aeicTtBus
yCTaHoOBJIEHa BO
BKJIIOYEHHOE COCTOsIHME

NSt NPUNOXEHWIA,
KOTOpble HE AOKHbI
noslyyaTh BbIXoAa B
ceTb

Bce BuAbl CETEBLIX AENCTBUI ANs
[AHHOMO MpWIOXKEHWS 3arnpeLueHbl.
[laHHOe NpunoXeHue NonasaeT B
cnucok 3anpeweHHble
NMPUNOXEHUS, PaCcrOSIOKEHHbIN
Ha 3aknagke MpunoxeHue
Ananorosoro okHa MapameTpbl
(nogpobHee 06 3TOM Cnucke cM. B
PykoBoacTee nonb3oBaTens)

KHonka Bbibopa
Co3spaTb npaBuno
Ha OCHoOBe
CTaHAapTHoOro
yCTaHOBJIEHA BO
BK/THOYEHHOE COCTOSIHME
W B pacnonaratoLemcs
CrnpaBa OT 3TOM KHOMKM
cnmcke BbibpaH Tvn
NPUNOXEHUS, ANS
KOTOPOro AO/MKHO ObITb
ccpopMnpoBaHo
npasuio

NSt NpUNOXXEHWIA,
KOTOpble MoryT
BbIXOAUTb B CETb MO
onpeaeneHHbIM
MpoTOKOsaM, Yepes
onpeaeneHHble NopThl
nT. o

CdopmupyiTe npasuno (npaeuna),
onpegensioLlee BO3IMOXHOCTM
BbIXOAa AAHHOI0 NPUIOXEHUS B
ceTb (3Ta npoueaypa NogpobHo
onucaHa B PykoBoacTee
nonb3oBaTens). 3To NpUNOXeHne
nonageT B CMMCOK
Monb3oBaTenbCkuin
ypoBeHb 6e30nacHoOCTH,
pacronoXeHHbIN Ha 3aKknaake
MpunoixxeHune aManoroBoro
okHa MapameTpbl (nogpobHee
06 3ToM cnucke cM. B PykoBoacTee
nosb30BaTens)

Ha)kaTb Ha KHOMKY
PazpewnTtsh
OAHOKpaTHO

[nsi NpunoXxeHun, ans
KOTOpbIX Bbl eLe He
NPUHSANN
OKOHYaTeNbHOro
peLleHunst o
BO3MOXXHOCTSIX paboTbl
B CETH

3TO ceTeBOe coeanHeHne byaet
paspelueHo. Mpv cneaytoLlein
MOMbITKE AAHHOIO MPUIOXKEHNS
€034aTb CETEBOE COeANHEHUE, Ha
3KpaHe onsiTb NosIBUTCS
npeaynpexaeHne o CETEBOM
coeauHeHun. Hukakoro npaeuna
ANS1 AAHHOTO NPUIOXKEHUS HE
co3gaercst

Ha)kaTb Ha KHOMKY
bnokupoBathb
OAHOKpPaTHO

[nsi NpunoXxeHun, ans
KOTOpbIX Bbl elle He
NpUHANK
OKOHYaTEeNbHOro
peLIeHNs o
BO3MOXXHOCTSIX paboTbl
B CETU

3TO ceTeBOe coeanHeHne byaet
3anpelueHo. Mpu cneaytolen
nonbiTKe AaHHOrO MPUIOXKEHMS
€034aTb CETEBOE COeANHEHUE, Ha
3KpaHe onsiTb NOSBUTCS
npeaynpexaeHne o CETEBOM
coeauHeHun. Hukakoro npaeuna
[NS1 AAHHOTO NPUIOXKEHUS HE
co3gaercst
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Mo yMOMYaHWIo B 3TOM AManioroBOM OKHE YCTAHOBJIEHa BO BKJIIOYEHHOE COCTOSIHME KHOMKA
Bblbopa Co3AaaTh NpaBUJIO HA OCHOBE, A B KAYeCTBe TUNa npasuia — Tun,
onpeaeneHHbi cuctemoit Outpost Firewall.

[ns nepBoro 3HAaKOMCTBA C CUCTEMOW peKOMEHAYETCs MONb30BaThCs
3HaYeHWsIMK, 33a4aBaeMbiIMM MO YMOMYaHWIO, T. €. MNpUAEpXKUBaTbLCA
cnepyloweil  ctpaterum: ocTaBuTb cucteMy Outpost Firewall
pabotatb B pexuMme 06yyeHVs U MPUHUMaTb pelleHue OTAENbHO ANS
KaXxgoro cetesBoro coeanHeHusa. B cnydyae ecanm Bbl He  MoxeTte
onpefenvTb NpUYMHY CETEBOr0 COEAMHEHWS ANS AAHHOMO NPUNOXEHUS,
peKoMeHyeTCsl 3TO COeAnHeHMe 3anpeTuTb. Jns ocTanbHbIX NPUIOXEHMN
nydlle BOCMOSb30BaTbCA MNpaBuMiaMM MO YMONYAHWUIO, MpeanaraeMbiMu
cuUCTeMOW, a Anst abCoMOTHO HAAEXHbIX MPUMIOXKEHWH, B KOPPEKTHOM
«MOBefieHNn» KOTOpbIX Bbl yBepeHbl, paspewuTb nobble CceTeBble
B3auMoaencTBusi. B panbHeMweM nocine  AeTanbHOrO  M3yYeHus
BO3MOXHOCTElN CUCTEMbI Bbl MOXETE U3MEHUTb T€ MU UHbIE HACTPOMKM.

Mocne paboTbl B TeYEHME HEKOTOPOro BpeMeHu (nopsiaka 30 MuHYT — 1 yaca) cuctema
BbISIBUT 60O/IbLIMHCTBO NPUNOXEHWUI, PEMYNSPHO 06PALLAIOLLMXCA K CETU, U NMOMOXET BaM
ONpefiENnUTb BO3MOXHOCTM CETEBbIX 06paLLleHNIA CO CTOPOHbI 3TUX NPUNOXeHWNA. Mocne
3TOro Bbl MOXETE BOCMOMb30BaTLCH PEXMMOM B/TIOKMPOBaHMS.

Ang Toro YTo6bl U3MEHUTb PEXXUM PaboTbl CUCTEMDI:

1. LUlenkHWTe NpaBoV KIaBULLIEN MbILLK MO 3HAYKY @ ; navenn 3ajau.

2. B OTKpbIBLIEMCS ANHAMUYECKOM MeHIO (puC. 4) BbIbEpUTE HOBLIN PeXUM paboThbl
(cnncok pexxmMmoB cM. B Tabn. 3).

Oreprire Dutpost Firewall

Pestir AesneHCcTEMA

Pesir paspelueHIHA
v PEslr ooyyeHKHA
Pestiira BnokMpoBk4

B nokuWpoBare Bce

MapareTpel...
MoBepx Boes okoH

[ nporpagdre. ..

Brmon,
Brinon © ocTaHOBKON CEpEMCa

PucyHok 4. ivHaMnyeckoe MeHI0 3Ha4yka CUCTEMbI B NaHesIu 3ajay

3aBepLueHue paboTbl CUCTEeMbI M ee nepe3anyck

Kak ykaszaHo Bbille, Mo yMonyaHuio cucteMa Outpost Firewall aBTomaTtnuecku
3anycKaeTcs Npu 3arpyske KoMnbloTepa. MNpu HeobxoaMMocTy (Hanpumep, Koraa Baw
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2.4,

KOMMbIOTEP MOSIHOCTBIO OTKJIIOYEH OT ceTn) Bbl MOXeTe 3aBepwmnTb ee paboTy u ocsoboantb
3aHsITbIE €10 PEeCYpChbl.

Ansa aToro:

1. LLenkHuTe NpaBoy KIaBULLEN MbILUK MO 3HAYKY @ : nanenn 3afau.

2. B oTKpbIBLIEMCS AMHAMUYECKOM MeHIo (CM. puc. 4) BbibepuTe NyHKT Bbixop €
OCTAaHOBKOW cepBMca.

[ns Toro 4tobbl 3anyCTUTb CUCTEMY, HE Mepe3arpyXas KoOMNbloTep, Bbibepute B rMaBHOM
MeHo Windows nyHKT porpamMmMbl, B OTKPbIBLUEMCS MEHIO — MYyHKT Agnitum, B
oyepefHOM OTKpbiBeMcs MeHo NyHKT Outpost Firewall 1.0, 3atem nyHkT Outpost
Firewall.

ABTOMaTHnyecKkoe obHoBJ/IeHue

Cucrema Outpost Firewall ocyuwecrenser 06HOBNEHNE CBOMX KOMMOHEHT Yepe3
WHTepHeT. 1ns 3TOro cucteMa nepmoanyecku (Mo yMoM4aHUIO OAMH pa3 B CYTKM)
obpallaeTcs K COOTBETCTBYHOLWEMY VMIHTEepHET-CepBEPY M NPOBEPSIET, NOSIBUIMCH NI HA 3TOM
cepBepe KOMMOHEHTbI CUCTEMbI, MOCEAHSS BEPCUSI KOTOPbIX OT/IMYAETCA OT YCTAHOB/IEHHOM
Ha Baluem komnbtoTepe. Mpy 06Hapy>KeHUM TakMX BEPCUIA NPOU3BOAUTCS NepeyCcTaHOBKa
3TWX KOMMOHEHT. B YacTHOCTK, Takoe obpalleHne Npou3onaeT Npy NEPBOM MOAKIOUYEHUM
KOMMNbOTEPA, Ha KOTOPbIV Bblna ycTaHOBMEHa cncTeMa, K MIHTepHeTY. Bl Takke MoxeTe
3anycTuTb 3TOT NpoLeaypy Bpy4HYo, HE3aBMCMMO OT TOro, KOrZa NnocrieaHuii pas
nNpon3BoAnIOCE O6HOBNEHNE.

Ans Toro uTo6bl 3aNyCTUTh BPYYHYIO NpoLleAypy aBTOMaTU4eCKOro o6HoBeHUs
cucrembl Outpost Firewall:

1. BbizoBuTe MaBHoe MeHto cuctembl Windows, HaxkaB Ha kHornky My ck B naHenu 3agau.
2. B oTkpbiBlIEMca MeHio Bbibepute nyHKT MporpamMmmMei.

3. B cnegytowem meHio BbibepuTe NyHKT Agnitum.

4. B cnegyowem MeHio Bbibepute nyHKT Outpost Firewall 1.0.

5. B cneaytoweM MeHio BblibepuTe nyHkT Agnitum Update.

Mocne aToro 6yaeT 3anyLleH MacTep HaCTPOWKN O6HOBNEHUSI CUCTEMbI:

1. Ha skpaHe nosiBUTCS Ananorosoe OKHO Bbibopa TuNa 0bHOBEHMS cucTeMbl (puc. 5).
B 3TOM AnanoroBoM okHe Bbl MOXeTe yCTaHOBUTb BO BK/IKOYEHHOE COCTOSIHME MB0
KHOMKY Bbibopa aBTOMaTunueckoe (rnocie Yyero cucteMa cama onpeaenuT, kakme
MMEHHO KOMMOHEHTLI HeobxoaMMo 06HOBUTDL), B0 KHOMKY BbibOpa BbIGOpOUYHOeE, a
3aTeM yKasaTb, KaKne MMEHHO KOMMOHEHTHI Bbl XO0TUTE 06HOBUTD.
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-_:'-_" D6HoBAEHHE NpoAYyKETOB Agnitum

HNofpo NOXanoEaTk E NpOrpamMmMy oGHOEAEHHA
npoaykTos Agnitum!

» \ OHa noroxeT Bakd 08HOEWTE NporpardHoE
; OAECIEYEHME KOMMBIOTEPE.
n B eIGepTe THN 0OHOENEHMS.
THn 0GHOEAEHHA
' ¥ ‘aETOMAaTMYECKOE [pEROMEHIYETCAS
" BrifopoyHoE
L ]

Prowy Settings... | ¢ Hezan I Danee » I OTreHa

PucyHok 5. [ilnanorosoe oKHO Bbibopa Tuna o6HOBNIEHMSA CUCTEMDbI

Tun o6HOoBNEeHVMST BbI6BOPOUYHOE O03Ha4yaeT, 4YTO ANs HEeBbIOpPaHHbIX
KOMMOHEHT 0b6HOoBMIeHMe npou3BoaMTbCS He OGyaeT, a Ana BblbpaHHbIX
6yaeT BbIMOTHEHO TOMBbKO B TOM Cyyae, ecnivM MOCNefHss Bepcust 3TuX
KOMTMOHEHT OT/IMYAETCS OT YCTAHOB/IEHHOW Ha A@HHOM KOMMbIOTEpE.

PexoMeHayeTcs yCTaHOBUTb BO BK/IHOUEHHOE COCTOSIHUME KHOMKY Bbl60pa

aBTOMaTHUyeckoe. Tvn 06HOBNEHUS Bbi6OpoOUYHOE
pPEKOMEHAYEeTCA WUCNOMb30BaTb TONbKO MpW BO3HWMKHOBEHWUM KaKMX-MBO
npo6nem.

2. [Mocne Bbibopa TMNa 06HOBNEHMS HAXXMUTE Ha KHomnky [lanee. Ecnm Bbl ycTaHOBUAM BO
BKJTIOYEHHOE COCTOSIHME KHOMKY BbibOpa BbIGOPOYHOE, TO Ha 3KpaHe NosiBUTCS
[IMaN0roBOE OKHO Bbibopa 0O6HOB/SIEMbIX KOMMOHEHT (puC. 6).

'_','__" OfiHoeneHMe npoaykTos Agnitum

BrifepurTe KoMOOHEHTE ANA OOHOENEHA

Outpost Firewall [624.1 Kb)

. \ - [#] Agnitum Update (104.4 Kb}
-J

Erap Sethngs., | < Hazan I Nanee > I OTreHa

PucyHok 6. iuanoroBoe OKHO Bbi6opa 06HOB/IIEMbIX KOMMOHEHT CUCTEMbI
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3. B 3TOM AManoroBOM OKHE MOMeTbTe CUMBOJIOM Te KOMIMOHEHTLI, KOTopble Bbl XoTUTE
06HOBUTBL. Bce ocTanbHble KOMMOHEHTbI AO/MKHbI 6bITb MOMEYEeHbl CMMBOJIOM 0. Mpu
nosBneHn AnanoroBoro OKHa Bbl60pa 0B6HOBASIEMbIX KOMMOHEHT CUCTEMbI Ha JKpaHe
BCE KOMMOHEHTbI NoMeyeHbl cuMBosiom ¥, [ns Toro 4TobsI KaKy}O-J'IM6O N3 KOMMOHEHT

NOMETUTb CUMBOJIOM D, LLENIKHUTE npaBoﬁ KHOMKOM MbILUM Ha CUMBOJSI ,
paCI'IOJ'IO)KeHHbIl\/'I CneBa OT 3TON KOMMOHEHTBI.

=y
—
—

Ecnn cumBon CrieBa OT KaKOM-nMbo KOMMOHEHTbI BblAeneH KpacCHbIM

LBETOM, TO 3TO O3HAYaeT, 4YTO OOHOBMEHWE AN 3TOW KOMMOHEHTHI
obsi3aTenbHo.

4. Tllocne BblbOpa BCEX KOMMOHEHT, KOTOpbIE CriefyeT 06HOBNSATL, HAXXMUTE Ha KHOMKY
Danee. Mocne yka3aHns 06HOBSIEMbIX KOMMOHEHT M HaXXaTusl Ha KHOMKy [lanee
HauHeTcs cobCcTBEHHO NpoLecc 06HOBNEHUSI KOMMOHEHT cUCTEMbI (ecnn Bbl BKIOUMAN
KHOMKy BbibOpa aBTOMaTUUYECKoe B OKHe Bbibopa Tnna 06HOBIEHNSI CUCTEMBI, TO

npoLecc 06HOBMEHMS] KOMMOHEHT CUCTEMbI HAYHETCS CPa3y MoC/e 3aKpbITUS 3TOrO
OKHa).

—
—
M

Bo BpeMsi mpouecca O6HOBNEHWUS KOMMOHEHT CUCTEMbI Ha 3KpaHe 6yayT
NoSIBNATLC AMANOrOBble OKHA, B KOTOPbIX MOKa3blBAeTCs XOA Mpouecca.

Bonblyo YacTb BpeMEHWU Ha 3KpaHe ByaeT HaxoAMTbCS AMANOroBOE OKHO
06HOBNEHUs1 KOMMOHEHT cuctemMbl Outpost Firewall (puc. 7).

-_;'-_" O6HoBAEHHE NpoAYEToE Agnitum

P

Jarpyska KOMNOHEHTOE. ..

00, BEINOAHEHMA

Oezranock BpetdeHI: 49 zec
CyrrdapHeld pastep: 706 ko
' Mok AroueEHuE. .
L

Erap Settings... | <% Hlazam

Ianee s

PucyHok 7. imanoroBoe OKHO 06HOBJ/IEHUS! KOMMOHEHT CUCTEMbI

5. TMocne 3aBepLueHns npoueaypbl 06HOBIEHMS] KOMIMOHEHT Ha 3KpaHe MosiBUTCS

MHMOPMaLMOHHOE OKHO: OBHOBNEHMSI CUCTEMbI ByayT 3aBepLUEHbI TOMBKO MOC/E
nepesarpysku (puc. 8).
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-_;'-_" OdHoBneHue npoayxToe Agnitum [_ ][] |

DOHOENEHHE EMMNOAHEHD YCNewHo.

I'Iepe.u. HCMOES0EAHHER 0OHOENEHHEIR NPorparde

‘ \ |
HEDOXOAMMO NepesanycTuTE YWindows wa Baw
KOkMEHTER.
O L3, A H0YY NEPESArPYSHTE KOMMBHTED CafvaC
. " Her. A Nepesarpu#y KOMIKTED NOSHE.
L ]

i Settings...l & Hasan I [oToED I OTreHa

PucyHok 8. [ilnanorosoe OKHO 3aBepLUeHus npouecca o6HoBneHus. Boibop
nopsiaka nepesarpyskm

A

—

—

_/J EcnM cucteMa, ycTaHOBNeHHast Ha Bawem komnbloTepe, He Tpebyer
06HOBﬂeHMﬂ, TO OKHO 3aBeplleHusa npouecca 06HOBNEHUS  BLIFrNSANUT
nHaue (puc. 9). H1KaKMX M3MEHEHUI KOMMOHEHT CUCTEMbI HE NMPOU30MAET.

%+ O6HOBAEHWE NPoAYKToE Agnitum M= |

DOHOENEHHE EMMNOAHEHD YCNewHo.

n MNocnegHan BepciA Nporpardra Agribumm 14

2 \ Wy KOMMOHEHTOE Y3#E YCTAHOENEHA.
MNpoEepbTe HAaNHYME OAHOBNEHMA NOSHE.
PekomMeHIYeTCA NpOEEPATE HAMWYLE
QOHOBNEHHA FUHMMYE D3S B HELENHD.
L ]

o S ettinme.. | & Hasan OTreHa |

PucyHok 9. [ilnanorosoe OKHO 3aBepLUeHUs npouecca 06HOBIEHUS.
Heo6xoanMoCTb 06HOBNEHNA CUCTEMbI OTCYTCTBYET
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3.

OpraHu3aumsa 3almTbl KOMNblOTEpPa

Copnep)xaHue
3.1. 3awwmTa OT NPOHUKHOBEHNSI MOCTOPOHHUX MPOTPAMM ..cvuuiirniernrernnserssssrsnssessssrnnssernnsennnsens 18
3.2.  OrpaHuyeHue gocTtyna K MHOPMaLMN O BalLeM KOMMBIOTEPE ....cuuuuiieirrieerernniseeeennsseennanens 21
3.3. 3awuTa OT OMnacHbIX 3IEMEHTOB B COOBLLEHNSX 3NEKTPOHHONM NOYTbI U rPyMn HOBOCTEMN...... 22
3.4. 3awuTa OT NOCTYM/IEHNS HA KOMMBIOTEP HEHYXXHOM MHAOPMALIMM....ceeveieiiieieieieeeeeeeeeeeeeeen 22
3.5.  BbIAENEHNE JOBEPEHHOM BOHDI .ceeveieririsesesisisesssesesssssssssasseaesaseseteteesteseeeeeeeeeeeeeerererereeeeeen 28
3.6. Hactpoiika cMCTeMHbIX MPOTOKOMOB N APYrNE CUCTEMHbBIE HACTPOMKM «.vvvveersrsrreessssisrnnessnns 30

B HacTosiwen rnase 6yayT pacCMOTPEHbI BO3MOXHOCTY 3alLMThl C MOMOLLbIO 6paHaMayspa
Outpost Firewall Bawero nepcoHanbHOro KOMnboTePa OT Hanbonee
pacnpocTpaHeHHbIX ONAaCHOCTEN, BO3HMKaIOLWMX Npu paboTe B ceTu. Kak yxxe roBopusioch B
n. 1.1, OCHOBHbIMM ONACHOCTAMM Npu paboTe B CETU ABNSIOTCS:

*  MPOHMKHOBEHWE Ha Ball KOMMNbOTEP MNOCTOPOHHMX MPOrpaMMm;

*  MOMbITKA NOMTyYeHMs1 AOCTyNa K MHGOpMaLMK, pasMeLLeHHON Ha Balwem
KOMIbIOTEPE, UK K MHdOopMaLmm o paboTe Baluero KomMnbioTepa;

e MOCTynJieHne Ha Baw KoMnbloTep HEHYXHOW MHdopMaLmn (6aHHEPOB 1 MHOM
peKiambl).
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3.1.

3awmTa oT NPOHUKHOBEHUS! NOCTOPOHHUX MPOrpaMm

[nsa 3aWmTbl OT NPOHMKHOBEHMSA Ha Ball KOMNbOTEp NOCTOPOHHUX NPOrpaMM CUCTeMa
no3BosiseT Bam:

3anpeTuTb Co3aHNe CETEBbIX B3aMMOAENCTBUIA AJ1s BCEX MPOrpaMM, KpoMe TeX,
KOTOpbIM Bbl SIBHO flaeTe pa3pelueHue. B 3ToMm cnydae cuctema Outpost
Firewall gomkHa paboTtatb B pexnme 0by4veHuss unmn pexxmme 610KMPOBKM C
npaBuiaMM CETEBOIO B3aMMOAEWNCTBUS, HACTPOEHHBIMU COOTBETCTBYHOLMM 06Pa3oM.
Moka Bbl He MMeeTe AOCTaTOYHOMO ONblTa UCMOb30BaHMS NEPCOHASIBHOMO
6paHaMayspa, UCronb3yiTe NpaBwsia, CO34aHHbIE CUCTEMOM MO YMOMYaHWIO.
CamocTosiTeslbHasi HacTpoiika npaeun NoapobHo onncaHa B PykoBoacTee
nonb3oBaTens.

3anpeTuTb ncnonb3oBaHue B Web-CTpaHuUax Taknx pecypcos, kak ActiveX, Java-
annneTobl, NporpaMmbl Ha s3blkax VB v Java Script. Ecnv anst HeKoTopbIX CTpaHuL
UCNONb30BaHNE TaKMX CPeACTB MO3BOASIET YNyUlWNTb MHTepdeiic Web-cTpaHuu, To
Bbl MOXeTe nocTynuTb crieayrownm obpa3oM. Bbl 3anpeluaeTe ncnonb3oBaHne
[AaHHbIX MPOrpaMMHbIX CPeCTB MO YMOMYaHMIO, OAHAKO pa3peLlaeTe B U3BECTHBIX U

npoBepeHHbIX Bamn Web-cTpaHuLax, CriMcok KOTOPbIX COCTaBseTe
CaMOCTOSITE/bHO.

Ans Toro 4To6bI 3anpeTuTb Win orpaHNYnUTb UCNOJib30BaHME NOTEHLUMUAJIbHO

onacHbIx asieMeHToB Web-cTpaHuu;:

1. [saxapbl WeEeNKHUTE MO 3HaUKy a B NaHenu 3agadv. OTKpoeTCs rnaBHOe OKHO CUCTEMBI

(puc. 10).

E‘. Agnitum Dutpost Firewall - configuration.cig

Pain Bun Cepeuc [apametpel  Cnpaska

@ B - = | v % U B B s

T~ MosA cetk

e S Agnitum Outpost Firewalll
ﬁ PaspewenHue

ﬁ 3atinokupoBaHHLEe
E B oTuer

ngﬁ MoakAoHagMBIe Moy
Pexnama

iy ConepxumMoe

@ DMS

M%) AKTHEHOE CogepXHMOE
~'2§ 3amwura padinos
JleTextop arax

T oToE [Fw D, Web D [@ Dyuerue

PucyHok 10. NaBHOe OKHO CUCTEMbI
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2. LllenkHuTe nNpaBoi KnaBuiLel MbilKM Mo NYHKTY AKTUBHOE cofepXXumoe
NepapxmMyecKkoro Crmcka, pacrosioXXEHHOro B SIEBOM YacTh okHa. OTKpoeTcst
AvHaMmyeckoe MeHto (puc. 11).

EI@ oA cete Darar
+-zm Boce coepuHenua (4]

----- % | Paspewennnie

----- %.| 3a610KMpOBaHHEIE
Phe E B oTyer

=26 Moakmo4aebie Mogy
----- Peknama

----- & Copepxumoe

..... F DNS

- . -
g Fan SEMELMTE AN0KMPOBKY We

----- Ner I NErEHTE Sotives
Conkie
Beferers

CueHapui Jawva, Yisual Basic
BcnnelEanwme okHa
AnneTel Java

v T v v v v

[MapareTped...

|
PucyHok 11. MeHI0 onepauunii C akTUBHbIM COAEPXXNUMbIM

3. [Ons Toro 4tobbl OTMEHUTb OrpaHMYEHMs] Ha aKTUBHOE cogepxnmoe Web-cTpaHund,
yCTaHOBUTE B BbIK/IIOYEHHOE COCTOSIHME NepektoYaTenb Y NyHkTa Pa3pewnTb
6nokupoBky Web gnmHammyeckoro meHio. Mo yMonyaHuio nepeknitoyaTenb
YCTaHOBJIEH BO BK/IIOYEHHOE COCTOSIHME, T. €. 6/IOKMPOBKa pa3pelleHa, OgHaKo Ans
KaXKAoro OTAENbHOMO aKTUBHOIO 3/1EMEHTa MO YMOSIYaHMWIO YCTaHOB/EHO paspelleHune
€ro Ucnonb3oBaHus.

4. [nsa TOro ytobbl OrpaHMYNTbL UCMONHEHNWE Java-annjaeToB, CLEHAPUEB UM 3IEMEHTOB
ActiveX, BbibepuTe COOTBETCTBYIOLUMIM MYHKT AMHAMUYECKOrO MEHIO 1 3aTEM B
OTKpbIBLIEMCS MoAMeHIO (Ha puc. 12 npuBeaeH npumep ans ActiveX) Boibepute NyHKT
3anpeTuTb. B HEKOTOPbLIX NOAMEHIO MMEETCS TakXe MYHKT CAPOCUTb. YCTaHOBUB
nepekyaTesb NPOTMB 3TOr0 MyHKTa, MOXHO 3anpeTuTb UCNOSTHEHWE aKTUBHOIO
coaepxumoro 6e3 npeaBapuTeNbLHOMO 3anpoca nosb3oBaTens).

v Pazpewme nokupoEky Web

v Pazpelnrs
Cookie CrpociTe
Beferers Janpetute

CueHapui Jawva, Yisual Basic
BcnaelEanwme okHa

v v v v wvEB

Annetel Java

[MapareTped...

PucyHok 12. OrpaHnyeHue ucnosib30BaHnsa 3neMeHToB ActiveX
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Ana Toro 4To6bI 3anpeTuTb WM OrpaHNYNTb UCMNOJIb30BaHUE NOTEeHLUHMAaJIbHO
OnNacCHbIX 3J/IEMEHTOB Web'CTpaHMI.I. anga otTAaeNbHbIX AOBEPEeHHbIX CTPpaHUL:

1. BbibepuTe B BbILLEONNCAHHOM AMHAMUYECKOM MeHIo MyHKT MapameTpbl. OTKpoeTcs
okHo MapamMmeTpbl Ha 3aknagke Web (puc. 13).

Nopaworpsr @R
“wish |

[ PazpewwmTe SnoKMpOEKY 3 nemeHTos Web

=1 Mowra JnemenT Acliveld =
HosocTu O 3anpeturb
o O Capocurs
----- i lenta. i ® Paspemmtb
o iy ztana. i Cookies

O 3anperurs

) Cnpocurb

& Pazpemmrs

Copinku

O 3anperurb

(= Pazpemmrs
CueHapuu Java u VB

O 3anperurb

& Pazpemmrs —
BcnamBanwKe oKHa

O 3anpeturb

HofaeuTe Haanume | ® Paspenmrb
aﬂrll’lﬂ"l'l—-l .IH“:—I ;I
ak | (TraeHa | [pHrEHHTE |

PucyHok 13. Hactpoiika orpaHnueHumii anementoB Web-ctpanuy

2. Mepapxuyeckuit Crmcok B NIEBOIN YacTy OKHA COAEPXKWT B KaUYecTBe y3/10B BTOPOro
nopsiaka, NoAYMHEHHbIX Y31y Web-cTpaHMLUbl, NepeyeHb aApecoB CTPaHUL, Ans
KOTOPbIX OrpaHUYEHUs HACTPanBakOTCA MHAMBUAYaNbHO (Cpasy Noc/e YCTaHOBKM
CUCTEMBI 3TOT CNUCOK NYCT). N1 Toro 4tobbl 406aBUTb HOBbIV aapec B 3TOT CMMCOK,
Ha)XMUTE Ha KHOMKY J106aBUTb 1 B OTKPbIBLUEMCS OKHe (pUc. 14) BBEaAMTE HOBbIN
appec.

JNoHaguTe calT |

Iwww.yande:-:. 4 j

ak. I OTrieHa |

PucyHok 14. BBog aapeca HOBO# CTpaHMLbI

3. B npaBoi yact okHa MapameTpbl (cM. Bbille puc. 13) HaxoanuTcs HAbop KHOMOK
BbI6Opa, COOTBETCTBYIOLUMX PA3/IMYHBbIM 3/IEMEHTAM aKTUBHOIo coaepxxumoro Web-
CTpaHuu. MoNoXeHNe 3TUX KHOMOK 3aBUCUT OT TOr0, KaKoW 3/IEMEHT MepapXUYecKoro
cnmcka BblbpaH (Ha yKaszaHHOM pUCyHKe BblbpaH anemeHT Web-cTpaHuusl,
NoMOXeHNe KHOMOK COOTBETCTBYET OrpaHNYeHunsIM, KoTopble Bbl ykasanu ans Web-
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cTpaHuy, B obliem ciyvae; B YaCTHOCTYM, 3anpeLleHo ucnonb3osaHme ActiveX). [ns Bcex
BHOBb 106aBNSIEMbIX K CMUCKY OTAENbHbIX CTPAHML, MEPBOHAYaibHO YCTAHABIMBAETCS
pa3peLleHne 1CMob30BaHNs BCEX 3/IEMEHTOB. Bbl MOXeTe, 0AHaKO, YCTaHOBUTL Asist
060 OTAENBHOWN CTpaHMLbI CBOM HAabop orpaHuyeHuin. [Ins 3Toro BbibepuTe ee aapec
B MEpPapXMYECKOM CMMUCKE U BOCMONb3YMTECh KHOMKaMM Bblibopa B MpaBoi YacTy OKHa.

4. Bbl MOXETE YAaNIUTb CTPaHWLY M3 CNIMCKA JOBEPEHHbLIX. [/ 3TOro BbibepuTe ee agpec B
NepapxXmMYeckoM CrIUCKE U HAXXMUTE Ha KHOMKY Y AAQNIUTh.

3.2. OrpaHuuyeHue aoctyna K mHdopMmauum o Bawem

—
—
M

KOMMblOTEpe

[lns npenoTBpalleHnst NOMNbITOK NOMYYeHUs A0CTyNa K MHGOPMaLMK, pa3MeLLEHHON Ha
Baliem komnbtoTepe, unu nHdopMaumn o paboTe Ballero komMnbioTepa Bbl MoXxeTe:

e 3anpeTtuTb co3agaHue Ha Bawem komnbtoTepe Cookie. Bbl MOXeTe, Kak 1 B Ciiyyae C
ActiveX, Java-annnetamu, nporpammamu Ha VB u Java Script, orpaHuumeaTtb nam
pa3pelaTb co3aaHune Cookie gna Bcex Web-cTpanuy unm Tonbko ans Web-ctpanumy
M3 3a@aHHOro Bamu cnncka. 3To AeNCTBME OCYLLIECTBISIETCS CPEACTBAMY,
ONMCaHHbIMY B MpeabiayLlemM pasgene.

« [Ins 3aWmMTbl OT «TPOSIHCKMX KOHEW>» Bbl MOXETE, N0 CBOEMY BbIGOPY:

*  OCTaBUTb cucTeMy paboTaTb B pexume 0byyeHus (Toraa npuv nonbiTke
0bpallieHnst CO CTOPOHBI «TPOSIHLA@» K CETU cncTeMa npomHdopmupyet Bac 06
3TOM M MOMOXET 3a6/I0KMPOBaTh BbIXOA B CETb 3TOMO NMPUIIOXKEHUS);

*  3anpeTuTb CO3AaHMEe CETEBbLIX B3aMMOAENCTBUIA ANs BCEX NPOrPaMM, KpOME TeX,
pa3peLueHne gns Kotopbix Bel gaeTe B siBHOM Buge (pabota byaeTt BecTuch B
pexxuMme 6710KMPOBKK);

Mpu obHapyxeHnn NoA03pUTENBLHOIrO coeanHeHns Bbl MoxeTe, Gnaroaaps
MHbopMaLuuK, BbigaBaeMol cuctemoit Outpost firewall, onpegenutsb
DNS-agpec wnu IP-agpec ys3na, C KOTOpbIM pa3MelleHHas Ha Bawem
KOMNbloTepe  MOAO3puUTENbHas  MporpaMMa  MblTaeTcsd  YCTaHOBUTb
coefvHeHWe, focne  4yero MPWUHATbL  COOTBETCTBYIOLME  Mepbl.
CooTBeTcTBYIOWME CpeacTBa noapobHee onucaHbl B PykoBoacTse
nonb3oBaTens.

e MepenTu B KHEBUAMMBIN» AN APYrUX KOMMbIOTEPOB CETU PeXUM paboTbl. [ns 3TOro
BblI6epUTE B MEHIO IMTABHOMO OKHA CUCTEMbI NMYHKT MapameTpsbl, a B
OTKpPbIBLLUEMCS NOAMEHIO NYHKT CUCTeMHble. Ha 3aknagke CUCTEeMHbIe OKHa

MapameTpbl (puc. 15) ycraHoBUTE BO BK/IOMEHHOE COCTOSIHME KHOMKY Bblibopa
HeBuaumMmka B none Tun orBeTa.



22

MepcoHanbHbI 6paHaMaysp Outpost Firewall. Mpuctynas k pabote

3.3.

lNapamerpu

Dﬁu_udel Mpunokers  CHETEMHEIE ||-|C|J1H'I'HKHI Mok niodastsie Mn.ugnwl

MetBI0S
-! *3 [ PaspewwTt cosauHerme yepes NetBl0S

[
= [apatieTpE.. |

ICMF

(= HasttauTe Ha 3Ty KHOMKY, YTofkl USMEHUTE NapareTpel [CMMP

= MNapateTpel... |

Tun oTEETA

g@ % Heeugurka He noceinark |CMP-coofiluerKe, nopT HegocTyneH
E " D8emHei. Mocnare |CMP-coofwerHe, yTo NOPT HEQOCTYMEH.

Lpyrie NapameTpbl CHETEREI

% HasrauTe Ha 3Ty KEHOMKY, YTo0El paspelMTE, SanpeTHTE

CHCTEMHBIA TRAdHE,
[aparetpel... |
Ok I OTreHa | HDHMEHHTbl Crpaeka |

PucyHok 15. YcTaHOBKa «HEBMAUMOro» pexxuma

3aLimTa OT ONacHbIX 3J/IEMEHTOB B CO06LLEeHnaAX
3J/IEKTPOHHOM NOYTbI U rPynn HOBOCTEMN

BONbWMHCTBO NOTEHLMANILHO OMACHbLIX 3/IEMEHTOB, BCTpevatolmxcs B Web-cTpaHuuax,
MOTYT TAKXXe BXOAMTb B COCTAB COOBLLEHNI 3NEKTPOHHON MOYThI U FPYMnn HOBOCTEW. B
OTNMYMe oT 06blUHbIX Web-CTpaHuu, B KOTOpbIX 3TW 3neMeHThl (ActiveX, cueHapum 1
annneTbl) BCTPEYAOTCS A0BOJbHO YacTo, MOSIBNEHWE UX B COOBLLEHUSAX C 6OMbLLO
BEPOSITHOCTbIO CBUAETENbCTBYET O 3apaXXeHUM COOBLLEHUS BUPYCOM WU <TPOSIHLIEM» /TGO
MHOW pasHOBMAHOCTU 3/I0HAMEPEHHON aTaku Ha Balw koMmnbtoTep. PekoMeHayeTcs
3aMpeTUTb 3/IEMEHTbI aKTUBHOTO COAEPXKMMOr0 B COOBLLEHMSIX.

Ansa aToro:
1. OTKpoiTe, KaK onmMcaHo Boille B pa3aene 3.1, okHo MapamMeTpbl (3aknagka Web).
2. Bbibepute B nepapxuydeckom cnucke nyHkT MouTta win HoBocTw.

3. Bocnonb3yinTecb KHOMKaMm BbiIbopa B NPaBoOW YacTU OKHa, YTO6bl 3anpeTuTb Te BUAbI
aKTVMBHOrO COAEPXUMOr0, UCMOb30BaHWE KOTOPbIX B NMCbMAx MM HOBOCTSIX
HEXenaTesbHo.

3awmTa OT NOCTYMNJ/IEHUS Ha KOMMbIOTEP HEHY)XHOMU
nHpopMmauum
[ns npefoTBpaLleHusi NOCTYrNeHMsl Ha Ball KoMnbloTep HEHYXHOM MHdopMaLmm Bl

MOXXeTe:

*  3anpeTtuTtb OTOOpaXkeHWe peknaMHblX 6aHHEPOB Ha 3KpaHe No agpecaM peklaMHbIX
cnyx6. MNockonbky agpeca 6onbwnHCTBa 6aHHEPHBIX CNYXX6 M3BECTHBI, TO Bbl
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MOXKEeTE UCKoUnTb oTobpaxkeHne Tex Web-cTpaHuu, B KoTopbix ectb HTML cTpoku,
yKa3sblBaroLLme Ha 3TU CNy>6bl.

FREA
—
—
—

Cpasy nocne yCTaHOBKM CUCTEMA COAEPXMT BOMbLIOW CMMCOK pekNaMHbIX
HTML-cTpok. Bbl MOXeTe, KaK OnMcaHo Hwxe, A06aBMTb B 3TOT CMMCOK
Kakyo-nn6o HTML-cTpoky u3 Web-cTpaHuLbl, HaxoAslencs B AaHHbI
MOMEHT BpPEMEHM Ha 3KpaHe, a TaKKe MOXETe OTMEeHWTb 3arpeT Ha
oTobpa)keHMe Tex WM MHbIX Yactel Web-cTpaHuubl
0TKa3aTbCs OT MCMOJIb30BaHUs 3TOW HOPMbI 3aLLUMTbI.

nmbo BoBce

3anpeTuTb oTObpaxkeHne 6aHHEPOB Ha dKPaHe 3a CYET TOro, YTO NoAasnsoLlee
601bWNHCTBO 6aHHEPOB MMELOT rpadmnyeckoe n3obpaxeHme 0gHOro n3
CTaHAApTHbIX pa3MepoB. C nomoubio HacTpoek cuctembl Outpost Firewall Bl

MOXXETE 3anpeTuTb BbIBOA Ha 3KpaH rpaduyeckmx M3obpakeHnin onpeaeneHHoro
pa3mepa (CM. HMxe).

—
—
M

B HacTosillee BpeMsi B POCCMMCKMX CETSIX MCMOMb3YIOTCA Crieayrolme
OCHOBHble pa3mepbl bHaHHepoB: 468*60, 120*80, 100*100, 88*31
nukcenei. BcTpeuatoTca Takke M 6aHHepbl Apyrux pa3mepos (125%125,
234*60), koTOopble BeCbMa PacrnpoCTPaHEeHbl B MUPOBLIX CETSAX, @ KpoMme
TOro, NMOCTEMEHHO CTAHOBATCA MOMyNspHbl Takne ¢opmatbl, kak 470*60,
470*%70, 400*40, 120*240, 60*60 nukcener. Cpasy nocsie YCTaHOBKM
cuctema Outpost Firewall HactpoeHa Takmm o6pas3om, 4Tobbl He
oTobpaxanucb rpaduueckne msobpaxkeHust pasmepoMm 468*60, 120*80,
100*100 n 88*31 nukcenen. Bbl MOXeTe pa3pellnTb BbIBOJ Ha 3KpaH BCEX
rpaduyecknx M306paXKeHUid, a TakKe M3MEHUTb WKW AOMOSIHUTL CMIMCOK
pa3MepoB TeX U306paXkeHNI, KOTOpblE HE A0/MHKHbI 0TOBPaXKaTbCsl.

3anpeTuTb OTObpaXkeHne Ha aKpaHe Tex unm uHbix Web-caiitoB n Web-cTtpaHuu,.
TOT 3anpeT peasim3yeTcs C YYETOM CMMCKOB 3aMpeLLEHHbIX ClIOBOCOYETAHNUM U UMEH
ZJOMEHOB, KoTopble cogepxaTtca B cucteme Outpost Firewall. JdaHHble cnvcku
bopMuMpyLOTCS NpU HaCTpoike cucTeMbl U Noapo6bHO onucaHbl B PykoBoacTBe
nonb3oBaTens. Oba cnMcka COCTaBMSAOTCSA U YNPaBASAOTCS HE3aBUCUMMO ApYr OT
apyra. TakuM 06pa3omM Bbl MoXeTe 3anpeTuTb 0TobpaxkeHne Ha skpaHe Web-
CTpaHuL, uMetowmx onpeaeneHHble DNS-agpeca unm cogepxxalumx onpeaeneHHble
cnosocoyeTaHus (HanpuMep, 3anpeTuTb BbIBOA Ha 3kpaH Bcex Web-cTpaHuu, B
KOTOPbIX MMEETCA C/IOBO nopHorpadms). Cpasy nocie yCTaHOBKU CUCTEMBI 06a 3TK
cnmcka NycTel M Bam cneayet cchopMmnpoBaTh MX CAMOCTOATENBHO.

=y
—
—

Ecnv nocne 3TOro 3awwMTuTh HacTpoiku cuctembl Outpost Firewall
naponeM, TO Bbl BOCMpensTCTByeTe WM3MEHEHWI0 3TUX AAHHbIX. TakuM
cnocobom Bbl MOxeTe, Hanpumep, 3abnokvpoBaTb Ha Balem gomaluHeM
KOMbtoTEpPE AOCTYN K NOA0BHON MHOpMaLMK ANa AeTen.

[Ansa Toro 4yTo6bl OrpaHUUNTb NOCTYMNJIEHNE HA Ball KOMNbIOTEP peK/IaMbl:

1. LUenkH1Te NpaBoit KNaBuULLE MbIlK MO MYHKTY PeKJlaMa “epapXnyeckoro cnucka,

pacnonoXXeHHOro B JIEBOM YACTU [MTABHOMO OKHA CUCTEMbI.
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2. B oTkpbiBLIEMCA guHaMmmnyeckoM MeHio Beibepute nyHKT MapameTpbl. OTKpoeTcs
okHo MapameTpbl Ha 3aknagke Ctpokn HTML (puc. 16).

Mopaverps R

Crpoku HTML I Pazrepsl HzoOpaskeHHi I

¥ Enokuposate HTML-cTpoki

™ MNokazare KopstHy 008 perknatel

& [patuka 1 peRNama, COIepHallHe YKaSaHHEIE CTPOKM,
GY0YT YaaneHE! CO CTRaHWUE CHCcTerol Outpost Firewall

Npe#ae, Y4 Gpausep NoKaKET e

|nc|_ink Wleietaz e |

_ Hnanirs
Z23CLink,

%2Fads®2E

%IFad%2E Hetierime |
.&aadd._ Do yronuarmo |

_ads.

.ads/

.anm

.click2net. com/!

het-an.com

reklamal

webconnect net ;l

] 8 I OrmeHa | HDHMEHMTbl

PucyHok 16. 3anpeT peknambl N0 agpecam 6aHHepHbIX cnyk6

3. B cn1cke, 3aHMMalOLLEM GOSbLLYIO YacTb OKHA, 0TO6PaXakoTCs CTPOKM, SABNSIOLLMECS
aapecamMu unm pparMeHTaMm aapecoB pPekaMHbIX cnyx6. Ons Toro 4tobbl 106aBUTb
HOBBI a[IpeC B 3TOT CMWUCOK, BBEAWTE €ro B MoJe BBOJA HaA CMIUCKOM U HAXMUTE Ha

KHOMKy Jlo6aBuTb. [Jn15 TOro 4tobbl OTPeaakTMpoBaTh agpec, BbibepuTe ero B CriMcke

(Npw 3TOM COOTBETCTBYIOLLIASA CTPOKa OTOBpaXkaeTcsl B Mosie BBOAA), OTPeAaKTUpymnTe
CTPOKY B MOSIE€ BBOAA M HAXXMUTE Ha KHOMKY U3MeHUTb. [1ns Toro 4tobbl yaanutb
Kakoi-nmMbo aapec M3 Crnvcka, BbibepuTe ero U HaXKMUTE Ha KHOMKY Y AaNUThb.

4. [nsa TOro 4tobbl BOCCTAHOBUTb CMINCOK 3anpeuweHHbIX K NCMOJIb30BaHUIO PEKTAMHbIX

CJ'IY)K6 MO COCTOSHWIO HA MOMEHT YCTaHOBKU CUCTEMbI, HAXXMUTE Ha KHonky Mo
YMOJTYAQHUNIO.

5. [ns Toro ytobbl 0TKa3aTbCsl OT 3TON (POPMbI 3aLLUUThI, YCTAHOBUTE B BbIK/IIOYEHHOE
COCTOsIHME nepekntoyatess bnoknposatb HTML-cTpoku.
Ans Toro 4yTo6b1 3aNpeTUTb BbIBOA Ha 3KPaH rpacguyecknx 6aHHepoB

onpeapesieHHOro pasmepa:

1. [MepelianTe B BbILUEONMCAHHOM OKHE Ha 3aknaky PasMepbl nsobpakeHuu
(puc. 17).
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Crpokm HTML ~ Fasmepel uzobpaeHui I

v B AOKUPOEATE MSOGPAHKEHMA N0 PASMEDE

% M=00pamenua, pastep KOTOPEI YKAZaH B CNMCKE, Gyayr
yaaneHel ceTeroi Dutpost Firewall co cTpaHuMuel npeskae,

Yer Gpaysep NOKAKET e,

Wwpina | 100 Brizora 100 JEEEBMTE: I

100 % 100 Yaamme
125%125

468 = B0 |
Pt M EEHMTE
234 %60

120 80

] OTteHa [ EHMHTE: |

PucyHok 17. bnokupoBKa pexsiaMbl N0 pa3Mmepy rpacgpmueckoro 6aHHepa

2. BblbepuTe nioboI 3NEMEHT U3 CrCKa pa3MepoB M306paXKEHNIA B LIEHTPAJIbHOM YacTu
OKHa. LLIMp1Ha 1 BbICOTa 3TOr0 U306paXKEHNS BLIBOAATCA B NMOMAX BBOAA HAj, CMINCKOM.

3. Ecnu Bbl XOTWUTE yAanuUTh Kakou-nmbo 3/1IEMEHT U TEM CaMblM pa3peLinTb MoKas
6aHHEepOB Takoro pasMepa, HaXkMUTE Ha KHoMnky Y aanuTb. Ecin Bel xotute
OoTpefakTupoBaTb pa3mepbl n3obpaxkeHns, 3aaaBaeMble KakuM-nmbo 3n1eMeHTOM Crnmcka,
OTpeaakTUpyWTe 3HaueHust B nonsx BBoda LUMpuHa n BbicoTa M HaXMWUTE Ha
KHonky U3MeHunTb; ecnm e Bbl xoTuTe 406aBUTb NONyYEHHYLO Napy pa3MepoB K
CMWCKY, He yaansas BblbpaHHOro 3neMeHTa Cnmcka, HaXXMmUTe Ha KHorky [lo6aBUThb.

4. Ecnv Bbl XOTUTE OTKa3aTbCA OT MCMOJb30BaHUS 3TOW (DOPMbI 3aLLUUTHI, YCTAHOBUTE B
BbIK/IIOYEHHOE COCTOSIHWE Mepekntoyatesis BlokMpoBaTb n3ob6paxkeHus no
pasmepy.

CnepyeTt uUMeTb B BUAY, YTO 3aluMTa Mo pasmepy rpaduueckux 6aHHepoB
3anpelLaer oTobpaxeHue Mboro N306paxKeHUst CO CCbIIKON yKka3aHHOro
pasMepa, B TOM YMCNie U He SIBMSIOLLErocs peknaMHbIM. [aHHbI BuAa
3alMTbl HE MOXET WCMONb30BaTbCS A UCK/HOYEHUS]  TEKCTOBbIX
6aHHepoB.

[Ans Toro uTo6bl 3anpeTuTb oTo6parkeHne Web-caiiToB C onpeaeneHHbIM
coAepXXUMbIM:

1. LlenkHuTe npaBoi KiaBULWEW MbIlK NO NYHKTY CopepiKuMoe B nepapxmyeckom
CNMCKe B rNTaBHOM OKHe cucTeMbl. OkHO MapaMeTpbl OTKPOETCS Ha 3aknagke
BbnokupoBka no copaepxunmomy (puc. 18).
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Mapamerpul HE

B10KMpaEKa Na COAEpHMMany | B nokMposka YWeb-caimos I

¥ BAoKMpoEaTE ColepikMos

i/ eb-CTRAHHLE, COABPMKALME CTROKM M3 AAHHOMD CAMOKE, He
OTOOPa#SINTCA OPAYIEP0N.

IpeKnaMd JetEEHTE |

T ] Yaanme

|

WSHERNTE

0K | OTrteHa | I'IpumeHuTbl

PucyHok 18. bnokupoBka CTpaHUL € 3afjlaHHbIM COAEPYKUMbIM

2. CdopmMupyiTe Cnncok 3anpeLleHHbIX CTPOK, BBOAS VX B MOJe BBOAA Had CrMCKOM. [Ans
Ao6aBneHns: BBEAEHHON CTPOKM HaXKMUTE Ha KHOMKY Jlo06aBUTb, A/15 3aMeHbI
BbI6paHHON B CIMCKE CTPOKM HaXMMUTE Ha KHONKY U3MeHUTb. [1s Toro 4tobbl
YAANUTb KaKyo-nnbo CTPOKY M3 3TOro CNMCKa, BbibepuTe ee B CNUCKE N HAXXMUTE Ha
KHOMKY YAANNTDb.

3. Ecnv Bbl xO0TUTE OTKMIOYMTD 3TY (DOPMY KOHTPO/S, HO COXPaHWUTb CMIMCOK Anst
[anbHENLEro NCNob30BaHUs!, YCTAHOBUTE B BbIKNIOYEHHOE COCTOSIHUE MepeKtoYaTesb
bnokupoBaTb copaepxumoe.

Anga Toro uTo6bl 3anpeTuTb oTo6paxeHne Web-caiToB c onpegesnieHHbIMU
AOMEHHbIMU UMEHaMM:

1. MepeiianTe Ha 3aknaaky Bnokuposka Web-caiitoB (puc. 19).

B.AOKMpOEKa N0 coaepsmony  BAOKHPOBEKS Web-calTos |

W Enokuposats Web-caime

Outpost Firewall Gyaet GAoKHPOESTE GOCTYN K YKAZEHHEIM B
crucke Web-calmam,

Iwww. clubs.nf JofiaemTe

J

Wasmmie,

I

HatdeHuTE

QK | OTrieHa [pMEEHMTE:

PucyHok 19. BnokunpoBKa CauiToB N0 UMEHaM
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2. Cnocobamu, onncaHHbIMK NS NpeablayLLei 3aknaaku, cchopMmpyinTe unm
OTPeAaKTUpYMTE CNUCOK UMEH CAlTOB, KOTOPbIE HE AO/MKHbI 0TOBpaXaTbCsl Ha Baluem
KOMMblOTEpeE.

Ans TOoro 4To6bl 3alNTUTL NAPOJIEM U3MEHEHUSA, BHECEHHbIE BaMu B
KOH(pUrypaumio cucTeMboil:

1. BblbepuTe B MEHIO rMaBHOro OkHa NyHKT MapamMeTpbl, a B OTKPbIBLUIEMCS MOAMEHIO
nyHKT O06wme. OTkpoeTcs okHO MapameTpbl Ha 3aknagke 06wme (puc. 20).

O6iwe II'IpHnD}KeHHﬂI CucreMHb|e| I'IUnHTHKHI MMoaknioyaembe Mo.ugnwl

3alwura naponem

Sanarme napone 408 F3WHTEl 3303HHEE Eard NApPAMMETPOE
&

™ BLlkA0YMTE

3anaTe Naponk...

P opraT paiing wypHana

S HaskrauTe Ha 3TY KHOMKY, YTOGE! H3MEHWTE NAPAMETPEI KYPHAME
=

[apareTpel #YpHANA...

PasHoe

¥ 3anyckaTh AETOMATHMECKM NPM SaMPYSKE
[ MpHreHaTs Npaeina NpM sanycke cayste
¥ Ceepyrs B naHens sanad

¥ CrepHYTE NPW SaKPETHM

QK | OTrieHa | HDHMEHHTbl Cnpaeka

PucyHok 20. OCHOBHbIe nNapaMeTpbl CUCTEMbI

2. YcTaHOBUTE BO BK/IOMEHHOE COCTOSIHME KHOMKY Bbibopa BKAKOYKMTL B none 3awmra
naponeM. OTKPOeTCs OKHO M3MeHeHns napons (puc. 21)

HameHeHue naponfa |

Mapom

Crapei napone

9N

HoBriiE naponk

Ixxx

[ooTEEpH#nEHHE

Ixxx
] I OTreHa |

PucyHok 21. BeBop napons 3awWuTbl KOH(PUrypaumm

3. BseauTte naponb B none sBoga HoBblIW Maponb, NOBTOPUTE €ro BBOA B Nose
MoaTBepxxaeHue 1 HaXXMUTe Ha KHonky OK.
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3.5. BbipeneHue noBepeHHON 30HbI

Mpy ncnonb3oBaHUM cUCTEMbI Bbl MOXETE CO34aTb 30HY CETEBLIX aApecoB, AN KOTOPbIX
KOHTPOJIb CETEBbIX B3aMMOAENCTBUI BbIMONHATLCA He ByaeT. ITa 30Ha NpeacTaBnsieT cobol
CMMCOK 3aaBaeMblx cBoMMM IP-agpecamm nnbo DNS-agpecamu y3noB v NoaceTen, ans
KOTOPbIX CUCTeMa He 611oKMpyeT ceTeBble coeamHeHus (kak npu nepeaaye MHdopMaumm C
3TUX y3110B Ha Balw koMnbloTep, Tak 1 Npu nepefade nHdopMaumm ¢ Bawero komnboTepa
Ha 3TW y3/1bl ceTh). B JoBEpeHHY0 30HY MOryT BbITb BKIOYEHbI Y3/bl Baluel fiokanbHo
KOPMOpaTMBHOMN CETH, AOMALUHUI KOMMNbIOTEP U T. A.

Ans Toro uTo6bl 3apaTh NOACETb, COEAUHEHUS AJISi KOTOPOM He 6/10KupyroTCA
HEe3aBMCUMO OT YCTaHOBOK AAPYr1Mx napaMeTpoB cucteMbl (AOBEPEHHYIO 30HY):

1. BbibepuTe B MEHIO rMTaBHOMO OKHA NMyHKT MapameTpbl, B OTKPbIBLLUEMCS NOAMEHIO
Bblbepute NyHKT MOAUTUKM.

2. Ha 3aknaake MONAMTHUKM OTKPLIBLLIErOCs OKHa (pUC. 22) HAXXMUTE Ha KHOMKY

N3MeHUTDb.

Elﬁu.udel anJ‘ID}KEHMﬂl CucTerpe  MonuTikg | Moaramyaetibie Mo.ugnul

B ifepiTe NoAWTHEY GpaHaayspa

O 6 @ © O

Pazpewate  OfyseHde  [Jlananaegy Sanpewats  OTkaouums

b noxkupoBarb

B NOKWpOBATE BCE COBAMHEHWS, KOTOPEIZ HE GbINWM AEHD PaSPELIEHEI.
[nA £awaors ApHUASHEHUA, KaTOparY HeoSxaau 4ocTyn & MHTepHeT,
NOTPEAYETCA COSAATE NPAEMAD GpaHAMAaYapa

JosepeHHan 30Ha

Beenure |P-aapeca goBepeHHEs KomMNeTepoE. BpaHaomaysp
He GY0ET GNOKMPOEATE NEPELAYY W MPMEM LAHHBIK 0T 3THE
K OMMEOTEP0E, 3T0 MOHKET GEME BAL AOMALHHE KOMIEOTER

MK KOMMBHOTEPE! M3 MHTRACETH.
HareHut. . |
(1] I OtraeHa | MprpEHUTE | Crnpagxa |

PucyHok 22. Ha 3To# 3aknagke 3afaerTca AOBepeHHasn 30Ha

3. OTKpoEeTCcs OKHO HacTPOMKM NapaMeTpoB [A0BEPEHHOW 30HbI. HaXkMuTe Ha oaHy U3
KHOMOK Bbibopa uMsa gaomeHa vwim IP-agpec u Macka noceTu, B 3aBUCMMOCTH
OT Xenaemoro cnocoba 3agaHns NoaceTU. Bua okHa ByaeT HECKONBbKO OT/IMYAETCS B
3aBUCMMOCTHM OT BblbpaHHOro cnocoba (puc. 23 un 24).
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Rosepemanzora |

BrISepUTe ylaneHHEIN agpec

%' LA gorMeHa [TpetyeToA nogknmverHe K HHTepHeTY)
i~ |P-aopec v rMacka nogceTy

Mpiardep: wisny, domain. conm

v, philozoft itzaft JoGasuTe

i

192.168.0.0 [255.255.0.0] JUE=TRI=TTE

Haanmne

k. I OTreHa

PucyHok 23. 3agaHue oOBepeHHO 30Hbl MO OMEHHOMY UMEHMU

ﬂDBEpEHHEﬂ 30Ha |

Bridepure yganeHHeIM anpec
™ A goreHa [TpeByeTea NogkmoueHHe K MHTepHeTY]

% |P-agpec v Macka nogceTw

Mpurep: 195.168.1.1 [255.255.255.0)

195 . 138 , 195 . 1| I 2Bh 258 255 0 0 JofasuTe

il

192168.0.0 [255.255.0.0) HareHdTE

Haanme

k. I OTreHa |

PucyHok 24. 3agaHue noBepeHHo# 30HbI no IP-agpecam

4. 3apaiiTe yKasaHHbIM Ha NpeabiayLlieM Lare cnocobom (Mo AOMEHHOMY MMEHM 6o no
IP-agpecy 1 Macke NoACETU) NOACETb, A06ABNSIEMYIO K JOBEPEHHOM 30HE, U HAXMUTE Ha
kHomnky [lo6aBUTb. Bbl Takke MOXeTe yAanuTb UM OTPeAaKTUPOBaTb 060N
3MIEMEHT CrKcka noaceTel. s 3Toro crneayeT BbibpaTb ero B cnvcke (KHoMka BbI6opa,
COOTBETCTBYIOLAsA cnocoby 3aaaHns NOACETH, YCTaHOBUTCS aBTOMAaTUYECKM) U
BOCMO/b30BaTbCA KHOMKaMn Y aanuTb win U3SMeHUThb.

=l
u an 3aaHnn  noacetun no AOMEHHOMY NMEeHU HeOGXO,U,VIMO NUMEeTb
coeagnHeHune C VlHTepHETOM.
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3.6.

Vggl IC

HacTpoiika CUCTEMHbIX NPOTOKOJIOB U APYyrue CUCTEMHbIE

HaCTPOMKM

Ba)kHOl 0COBEHHOCTbIO CUCTEMBI ABNAETCA BO3MOXHOCTb HaCTDOVIKM CUCTEMHDbIX
MPOTOKOJ10B, NMOCKOJIbKY MHOIME norbITKN HapyLlEHUA pa6OTOCI'IOC06HOCTVI JTOKaJ1bHbIX
KOMMNbIOTEPOB CBA3aHbl MUMEHHO C NUCMNOJ1Ib30BaAHUEM 3J10YMbILLWNEHHNKAMWN 3TUX NMPOTOKOJI0B.

[ns npenoTBpalleHnst NONbITOK HapyLleHns paboTocnocobHOCTK Ballero koMnbioTepa C
MCMONb30BaHMEM 3/T0YMbILLNIEHHNKAMK cnyxebHoro npotokona ICMP cuctema Outpost
Firewall no3Bonsier paspewmTtb MM 3anpeTuTb Ucnonb3oBaHue ICMP-coobLLeHU Toro
unn nHoro Tuna. NoapobHee 06 3TOM pacckaszaHo B PykOBOACTBE MOMb30BaTENS.
HauunHatolLeMy nonb30BaTeNo CUCTEMbI PEKOMEHIYETCS COXPaHUTb HAaCTPOMKK Mo
YMOJTYaHMIO.

Mpotokon NetBios MoxeT npuMmeHsaTbes B cucteme Windows B kauecTBe NpoToKona ans
[OCTYNa K yaaneHHsIM dainam un npuHTepaM. Cuctema Outpost Firewall nossonsier
b0 3anpeTuTb UCNOJIb30BaHWE 3TOr0 NPOTOKOMa, NMMBO paspewwnTb ero NCnosib30BaHne
BCErga unun rnpu CeTeBOM COeANHEHUN C onpeaeneHHbIMY y3naMu, 3agaBaeMbiMu cBonmmn IP-
aapecamn unn DNS-agpecamu.

LlenecoobpasHo pa3pewmnTb Mcnonb3oBaHue npoTokona NetBios Tonbko
npu CETEBOM COEANHEHUM C y3naMu Baluei nokanbHoM ceTu.

Mo ymMon4aHuio AOCTYN C UCMOJIb30BAaHMEM 3TOrO NPOTOKOJA HE 3anpeLleH, 0AHaKo CMMCOK
afipecoB, C KOTOPbIMX pa3peLleHo coeauHeHne, nycT. MNpu HeobXxoanMOCTU pa3peLunTb
coeavHeHne € UCNoJsIb30BaHMEM 3TOro NPOTOKOSIA BblibepuTe B MEHIO TAaBHOrO OKHA
cuctembl NyHKT MapaMeTpbl, B OTKPbIBLLEMCS NOAMEHIO — NYHKT CUCTEMHbIe.
OTkpoeTcs 3aknagka Cucrema okHa MapameTpbl (CM. Bobiwe puc. 15).

B none NetBIOS 3701 3aKknaaky Bbl MOXeTE 3anNpeTuTb COEANHEHUE C UCTIONb30BaHNEM
3TOro NPOTOKONa. NS 3TOro YCTaHOBUTE B BbIK/IIOYEHHOE COCTOsSIHUE nepektovaTesb
Pa3zpewntb coeanHeHune yepe3s NetBIOS. Bbl MOXeTe TakKe HaCTPOUTb CIMCOK
[ONYCTUMbIX aapecos, ANs Yero cneayeT HaxaTb Ha KHorky MapamMeTpbl. OTKpoeTcs
OKHO HaCTPOWKM AONYCTUMbIX agpecos (puc. 25).

Anpec NetBIDS K E

Brifepime uianeHHEIN aopec
™ LirA A0MEHS [TPEyeTCA NogkmoyeHme K MHTepHeTY)

¢ |P-aipec W Macka NogceTH

Mpuriep: 195.168.1.1 (255,255, 255.0)

192 168, 0 . 0 2565 .25 . 0 . 0 LotaeTs

HatdeHuTe

i

Hoanme

(1]4 I OTreHa |

PucyHok 25. Hactpoiika agpecos, A/l KOTOPbIX AONYCTUM AOCTYN C
ucnonb3oBaHuem NetBIOS

HacTpolika agpecoB B 3TOM OKHE MOJSIHOCTbIO aHa/IoMMYHa ONUCaHHOM Boille B 3.5.



